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Cryptographic Hash Function (2)
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Cryptographic Hash Function (3)
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Cryptographic Hash Function (4)
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https://en.wikipedia.org/wiki/RIPEMD


Asymmetric Cryptography
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Asymmetric Cryptography
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Large Random 
Number

Asymmetric 
Cryptography 

Algorithm

fe1ef539d0dda3... 15be0f3a1b1f33...



Encryption / Decryption
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Alice Bob

Hi Bob!

ff3e1b1...

Encrypt

Bob’s Public Key ff3e1b1... Bob’s Private Key

Decrypt

Hi Bob!



Digital Signatures / Verification
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Alice Bob

Hi Bob!

e4c1ff1..

Sign

Alice’s Private Key e4c1ff1.. Alice’s Public Key

Verify

1a1e5c..

Hash 1a1e5c..

1a1e5c..

Hi Bob! Hash 1a1e5c..



Public Key Cryptography in Bitcoin
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https://en.wikipedia.org/wiki/Elliptic_Curve_Digital_Signature_Algorithm
https://en.bitcoin.it/wiki/Secp256k1


Bitcoin’s Private keys
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Private Keys
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$ ./bitcoin-cli dumpprivkey mg6KkpbdyyFkwzCFzmnza3yZAUj2yPhoKd
cNg68oFh99vkg5FRkegvx11jq5w9bxzBaDan9ZLUfZeMr4Vn6dii
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https://en.bitcoin.it/wiki/Base58Check_encoding


Private Keys: formats (1)
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Mainnet Testnet

ECDSA HEX 64 digits number 64 digits number

ECDSA HEX-C Above number + “01” Above number + “01”

Version Prefix Base58 Prefix Version Prefix Base58 Prefix

WIF 128 | 0x80 5 239 | 0xef 9

WIF-Compressed 128 | 0x80 K or L 239 | 0xef c

https://www.bitaddress.org?testnet=true
https://www.bitaddress.org?testnet=true


Private Keys: formats (2)
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ECDSA in HEX 0dde70823a4bb0ca3bd75a2010e8d5dc091185e73d8b4257a981c695a3eba95b

ECDSA in HEX-C 0dde70823a4bb0ca3bd75a2010e8d5dc091185e73d8b4257a981c695a3eba95b01

WIF 91h2ReUJRwJhTNd828zhc8RRVMU4krX9q3LNi4nVfiVwkMPfA9p

WIFC cN3fHnPVw4h7ZQSRz2HgE3ko69LTaZa5y3JWpFhoXtAke4MiqVQo

https://github.com/libbitcoin/libbitcoin-explorer
https://en.bitcoin.it/wiki/List_of_address_prefixes


Bitcoin’s Public keys

17



Public Keys
●

○
○

●
○

●
○
○

●
○
○
○

18



Public Keys: example
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WIF 91h2ReUJRwJhTNd828zhc8RRVMU4krX9q3LNi4nVfiVwkMPfA9p

Uncompressed Public Key 04c1acdac799fb0308b4b6475ddf7967676759d31484ab55555482472f3bc7c3e7ad
dc4cbba6656a4be4bc6933a6af712b897a543a09c4b899e5f7b943d38108a8

WIFC cN3fHnPVw4h7ZQSRz2HgE3ko69LTaZa5y3JWpFhoXtAke4MiqVQo

Compressed Public Key 02c1acdac799fb0308b4b6475ddf7967676759d31484ab55555482472f3bc7c3e7



Bitcoin’s Addresses

20



Addresses
●

○
○
○

●
○

●
○
○

21



Calculate Address
●

version = (1 byte version number)
keyHash = RIPEMD-160( SHA-256( publicKey ) )
data = version + keyHash
dataHash = SHA-256( SHA-256( data))
checksum = (first 4 bytes of dataHash)
address = Base58Encode( data + checksum )
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Python library example
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from bitcoin import *

pub = 
'04c1acdac799fb0308b4b6475ddf7967676759d31484ab55555482472f3bc7c3e7addc4cbba665
6a4be4bc6933a6af712b897a543a09c4b899e5f7b943d38108a8'
pubc = '02c1acdac799fb0308b4b6475ddf7967676759d31484ab55555482472f3bc7c3e7'

print( pubtoaddr(pub, 111) )
print( pubtoaddr(pubc, 111) )

$ python addr.py
n2JjAgC6UqFf8DvsZXhWcyNzm8w8YKj7MQ
n42m3hGC52QTChUbXq3QAPVU6nWkG9xuWj



Addresses and prefixes
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Mainnet Testnet

Version prefix Base58 prefix Version prefix Base58 prefix

Bitcoin Address 0 | 0x00 1 111 | 0x6f m or n

Script Address 5 | 0x05 3 196 | 0xc4 2

Uncompressed Public Key 04c1acdac799fb0308b4b6475ddf7967676759d31484ab55555482472f3bc7c3e7ad
dc4cbba6656a4be4bc6933a6af712b897a543a09c4b899e5f7b943d38108a8

Uncompressed Address n2JjAgC6UqFf8DvsZXhWcyNzm8w8YKj7MQ

Compressed Public Key 02c1acdac799fb0308b4b6475ddf7967676759d31484ab55555482472f3bc7c3e7

Compressed Address n42m3hGC52QTChUbXq3QAPVU6nWkG9xuWj



Wallets
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Mnemonic codes and HD Wallets
●

○

●
○
○
○
○

27

https://github.com/bitcoin/bips/blob/master/bip-0032.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0044.mediawiki
https://github.com/bitcoin/bips/blob/master/bip-0039.mediawiki


Paper Wallets and Encryption
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https://www.bitaddress.org
https://bitcoinpaperwallet.com
https://github.com/bitcoin/bips/blob/master/bip-0038.mediawiki
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Questions ?

Website: www.kkarasavvas.com
Linkedin: https://www.linkedin.com/in/kkarasavvas
Twitter: @kkarasavvas
Email: kkarasavvas@gmail.com
Bitrated: https://www.bitrated.com/kostas
Keybase: https://keybase.io/kkarasavvas


